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About us 
 
The Business Crime Reduction Centre (BCRC), which is housed within the charity People United 
Against Crime (PUAC) (Reg charity no: 1052889). PUAC works as the charitable arm of the four 
police forces that comprise the Yorkshire and Humber region. A particular area of focus for PUAC is 
economic crime, with a focus on e-crime for small to medium enterprises (SME’s). BCRC is joint 
funded by the European Regional Development Fund and Yorkshire Forward, the regional 
development agency. 
 
The BCRC is an initiative which helps SME’s tackle problems caused by crime focusing particularly on 
ICT crime prevention measures. BCRC is unique in the UK, in the way it is currently serving SME’s. 
Within the next year, it is envisioned that BCRC will become the European Business Crime Reduction 
Centre, and will be an exemplar of ICT crime reduction work across the European Union.  
 
BCRC’s aims include: 

·  Promoting the growth of e-business by creating an environment and circumstances in which 
firms can trade securely online.  

·  Working with businesses with a deficit of e-business systems (‘non-adopters’) to encourage 
safe adoption. 

·  Demonstrating new applications for ICT, which will assist SME’s to become more secure and 
efficient, enabling them to reach new markets. 

·  Identifying e-business related crime, particularly hot spots, e-crime trends and repeat victims 
and offering solutions. 

·  Reducing the risk of physical attacks on ICT equipment. 
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1.0 Summary 
 
 
This handbook is designed to build upon the information in the ‘e-crime – What Your Business Needs 

to Know,’ and the 9 threat-based guides that accompany this guide. All of the other items can be found 

at www.bcrc-uk.org.  

 

‘Cyber Crime – Threats and Solutions,’ outlines the threats and risks from e-crime posed to business 

operation and assets.  The Handbook is specifically aimed at the small to medium enterprise (SME) 

which is, it argues as at much risk from damage as larger, better protected organisations.  This 

publication outlines the areas that these businesses should address to mitigate the risk and details 

what practical applications they should look to implement. 

 

‘Cyber Crime –Threats and Solutions,’ initially maps out two key areas that the author sees as vital to 

secure SMEs data assets and their ability to continue should they come under attack and the  worst 

occurs; these are effective passwords and backup procedures.  To demonstrate the risks, the author, 

has listed the current e-crime threats perpetrated through the use of the internet, such as viruses and 

hacking and subsequently, how these can be combated.    Additional attention has been given to the 

subject of Firewalls and securing Wireless Networks. 

 

The handbook throughout tries to demonstrate a two pronged approach to mitigating risk and 

protecting assets; the technological solution and the human element which necessitates good policies 

and procedures.  The appendices provide an additional resource to businesses who want to set up 

relevant policies, but are unsure when to start, and finishes with a jargon buster and links to sources of 

further help. 
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2.0 Introduction 
‘SME’s believe they are too small to be of any value to cyber criminals.’1 

 

Throughout our work in producing this series of guides, this has been the common view expressed by 

SME’s throughout the UK.  

 

·  Why would they be interested in us? 

·  What have we got that would be of any use to criminals? 

·  They want to go after big companies or banks, not small business 

 

These types of views fuel the myth that cyber criminals are not interested in the smaller companies. 

This is patently untrue, as cyber criminals are much more likely to attack unprotected systems, or 

those with rudimentary defences – and be successful, than when targeting larger organisations.  

 

There are many pieces of research and scare stories out there about the number of attacks that are 

ongoing and the value to criminals. The truth is no one really knows the full extent or scope of the 

problem, as so much of it goes unreported, either because the business does no know it has 

happened, or does not report it for fear of embarrassment or loss of custom. 

 

Why should businesses take cyber crime seriously?    

Businesses that do not specifically manage their security and the cyber crime threat, are probably not 

aware that they are being attacked or indeed the level of success that those attacks are having. As the 

case studies in the leaflets produced to accompany this handbook show, all types of cyber crime are 

having an impact on small businesses across the UK.  

 

Does your business have the right measures in place to combat cyber crime? 

  

                                                 
1 ‘Does Size Matter? The Security Challenge of the SMB.’ McAfee, 2007 
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3.0 Cyber Crime Definition 
 
For the purposes of this booklet, cyber crime is defined as any unauthorised act deemed to be illegal 

involving computer equipment perpetrated through the medium of the Internet. 

4.0 Passwords – Let’s start with the basics  
    

The password is your first line of defence. It doesn’t matter if you’re in a business or your personal life; 

a strong password is a necessity. The harder the password is to break, the more an intruder will be 

discouraged and will go elsewhere. 

 

If you bank online, use an email account or have a network set up it’s certain that a password is 

required. Consider the damage that could be done if an intruder could simply open up the website, 

click on your account and go straight in. Money could be stolen, personal and sensitive emails could 

be read and your business and personal life could be heavily disrupted. With a weak password in 

place this is a reality. 

 

What makes a weak password? 

 

Intruders don’t always need sophisticated hacking tools to discover a password, many  passwords 

are easily guessed using a little information regarding their targets background. Many employees use 

passwords such as their first, last or child’s name, or the name of their favourite sports team, some 

use the word “password” and others choose repeated characters such as aaaaaaa or ZZZZZZZ. 

 

Did you know? 

 

For a password with six letters all of the same case, there are 308 million possible letter combinations. 

This may seem like a lot but a hacker using readily available password cracking software can check all 

the combinations in less than 3 minutes. 

 

If the password is then altered to include both upper and lower case there are now 19 billion possible 

combinations but increasing the password to 8 letters and the password now has 53 trillion 

combinations. 
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What makes a strong password? 

 

A strong password will be at least 8 characters long incorporating upper and lower case letters, a 

number and a special character such as !@#$%^&*,;". Utilising all these characters will give your 

password 6,095 trillion combinations that whilst still beatable is going to require much more time and 

effort from the hacker. 

 

Consider these points when deciding on your strong password: 

 

·  Your password should be at least 8 characters long, preferably 12 characters long. 

·  The password should utilise a combination of different cases, numbers and special characters. 

·  Over 50% of characters should not be reused in a six month period. 

·  Use a word or phrase that is going to be difficult for anyone to guess. 

·  If you have trouble remembering your password, consider writing down a prompt or a trigger 

that’s meaningless to others but that will remind you, or use a pattern of keys. 

·  Use different passwords for different accounts. At least if one of your passwords is lost or 

cracked then your other accounts will remain safe. 

·  Change your password at a minimum of every 30 days so that any undetected hackers can no 

longer use it. 

·  Choose a password that you are able to type out quickly so that anyone looking over your 

shoulder has difficulty in copying it. 

·  Don’t use sequences or repeated characters like ZZZZZZ or 123456. 

·  Stay away from online password storage sites. Storage sites require a password to get into 

them which if compromised would give hackers complete access to all your accounts. 

·  Don’t use your login details or any part of your name as this will likely be the first things 

attempted by a hacker. 

·  For more sensitive applications use a three incorrect password attempts lock out. 

·  Make use of the password checker on Microsoft’s website2 

  

                                                 
2 http://www.microsoft.com/protect/yourself/password/checker.mspx 
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What should you do as a business? 

 

If your business has a website that requires users to login or sign up for services than have your web 

designer set certain parameters in the password box. It is straightforward to set the box to only accept 

passwords of a certain length and containing different characters. This will help to maintain the 

integrity of your website, ensuring your customer’s details are safe and thus helping to bolster your 

reputation as a business taking security and data protection seriously. 

 

Ensure that passwords have a lifespan so that they automatically expire forcing the client or employee 

to update it regularly. Enforce a password policy and make sure employees follow the guidelines 

above and change their passwords at regular intervals. See appendix 2.3. 

 

If a member of staff leaves the business, delete their account immediately and if necessary change all 

the passwords for areas they had access to. When you receive staff resignation/notice, where 

possible restrict access to sensitive data; set permissions to read only.  

 

A balance between a strong password and a super strong password needs to be reached. If the 

password is too strong then the user may forget it and therefore waste time communicating with an 

administrator to have it reset, or as a way of remembering it, write it down, thus defeating the object of 

having a secure password. 

 

REMEMBER 

 

·  Lock screens when unattended 

·  Never share passwords 

 

Improving passwords is a cheap, easy and effective way of boosting a businesses security. They are 

not the complete solution and a dedicated hacker with the right tools will be able to get past them, but 

they will slow an intruder down and cause significant disruption to deter the less determined criminal. 

  



9 
 

5.0 Backing up Company Data 
 

Backing up your data is the simplest way to keep your company safe from disaster. The backup 

process will allow you to recover your data if any catastrophic event occurs. While it may seem 

repetitive and cumbersome, it is cheap and reasonably simple and could save your company from 

bankruptcy. 

 

Why should I backup? 

 

Quite simply 93% of businesses that lost their data for 10 days or more went bust within a year. It is 

difficult to stress the importance of data backups enough. 

 

It is probably the single most important computer related task you could ever do. 

 

A backup is the IT term used to describe a copy of your data. It may be as simple as copying the file 

into another directory on the PC but more often the data would be copied onto another type of data 

storage and then secured in a separate location from the company premises. 

 

In the past backups used to be fairly involved and complex processes that needed a lot of equipment 

to make them work properly. Today we are spoilt with the range of disks and drives which can simply 

plug into a computer and use for data backups. 

 

What data needs to be backed up? 

 

A simple test is to designate a day the you will not use your computers, you will very quickly discover 

that you would not be able to operate your business, so all data is critical data and needs backing up 

and careful storage  

 

·  All client correspondence. 

·  All of your accounting data. 

·  All emails and email addresses. 

·  All your database files. 

·  Your web site should be backed up, in case the web server should fail. If you are outsourcing 

the management of your web site, make sure you have an agreement with the hosting 

company to undertake regular backups and do check to ensure they are.  
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·  Tailored software. If you have commissioned someone to write a program or design some 

templates for you, make sure they are securely backed up.  

·  Handheld devices can store a huge amount of data these days. Make sure they are regularly 

backed up and linked to your main office server or central data storage device.  

·  Manufacturers often supply CDs with new computers. Keep these safe and preferably in a 

different location to the computer they refer to. 

·  Register all company equipment on http://www.immobilise.com and be sure to register the 

make, model and the serial number. This will enable the police to recover and return any 

equipment that may have been stolen. 

·  Have tracking software and data encryption installed on all laptops, this will protect your data in 

the event of accidental loss or theft, plus the laptops can be tracked and recovered by the 

police. 

 

Remember, you will lose all of the data you updated since your last backup was taken, so take 

frequent copies of important data. Sometimes these backups could be hourly, sometimes daily but 

almost always weekly. 

 

Always remember to test your backups on a regular basis. Many companies have tried to restore data 

from a backup only to find the data has been corrupted and is useless. If you are using tapes or discs, 

replace them every 3-4 months. 

 

Recovering data from a back-up 

 

The most important thing to remember if you have suffered a failure is not to panic. If you have been 

taking reasonable steps to protect your equipment and have a backup process in place then you 

should be able to recover any lost files. 

 

Take a methodical approach to recovering the data and make sure you are happy that you are 

restoring the correct version of the files to the correct place. Many people have panicked in these 

situations and ended up copying old data over newer copies, making the problem worse. It may be an 

idea to sit down with a trusted friend or colleague and get them to help double check what you are 

doing. Having written documentation for your backups outlining procedures to take can significantly 

ease this process. 
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Back-up equipment 

  

Remember to store your backed up data away from the original computers and away from the 

company premises. Some small businesses use onsite secure storage such as fireproof safes. These 

do provide limited security and fire protection but can be expensive for reliable models and their 

effectiveness can largely depend on the severity of the fire and length of time exposed to heat. If you 

are using a fireproof safe to store your companies backups, ensure that it is ‘datasafe’ which means 

that media storage such as discs and tapes won’t melt in the heat. 

 

There are a number of technologies available to help you backup data:  

 

·  Backup to hard disk. Copying data to another computer is often a quick backup technique, 

especially if you have them linked together on a small network, however, this is not a secure 

way of backing up. If you have a fire/flood you could lose all of your computers and therefore 

all of your data  

·  Writeable DVDs and CDs are becoming a very common tool used in backups. CDs can store 

around 650 Megabytes of data. That’s enough to store a backup for most laptop users and 

small businesses.  

·  Memory sticks/USB Pen Drives/Flash Drives use solid state electronics (i.e. no moving parts to 

store data). It is now possible to buy memory sticks that can store huge amounts of data 

making these ideal for small businesses. Memory Sticks should not be used for backing up 

critical files as they can easily loose valuable data, and if they are lost can be read by anyone 

with a computer. 

·  Small external tape drives can be purchased which connect via a USB port and are portable, 

enabling all computers to be backed up if you do not have a server or central data storage 

device. The tapes should be replaced every 3-4 months and kept offsite and stored safely 

away from any magnetic source 

·  An online backup, where your data is copied to a server remote from your location is growing in 

popularity. This is normally a subscription service paid monthly or annually. Initially a full 

backup of your system is taken and then any subsequent backup will just contain the changes 

you have made to the data. For this type of backup to be successful you will need to have a 

broadband internet link in place. Look out for free offers as new companies come to the market 

hoping to attract subscribers. As a price guide a computer could be backed up for about 50p 

per day, a server for about £1.50 per day. Certain banks do not charge business banking 

clients for online backup storage space. 
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A DVD can replace more than 6000 floppy disk drives  

 

Floppy disks are the oldest storage media still being used today and are pretty much obsolete, due to 

being painfully slow to use and easily corrupted. If you have a large batch still lying around, move the 

data onto a DVD and discard the floppy disks or face the prospect of losing your data forever. A 

portable DVD Recorder is an inexpensive backup device and can be easily removed from site for 

additional security. 

 

Simple steps to prevent disaster: 

 

·  Make sure all servers are housed in a large ventilated cabinet, with the server at least 18” from 

the ground, vented at the top and with power fans to assist air circulation.  

·  Never install servers in the basement as if there is a fire or flood, the basement is the first place 

that will fill up with water. ICT equipment and valuable assets stored there will quickly be 

destroyed. 

·  Routers, firewalls, network switches and modems should be stored on a shelf in the cabinet 

above the servers. 

·  The server’s electrical power points should be close to the top of the cabinet. 

·  Install a UPS (Uninterruptible Power Supply). This will protect your server and data in the event 

of a total power loss, again store this high up in the server cabinet. 

·  Install a UPS to your telephone system. In the event of a total loss of power your telephone 

system will not operate, a UPS will keep your phone running, enabling you to continue making 

and receiving calls. 

·  Make a disaster recovery plan. Look at the day to day operations of the company and then 

plan a way you could move to a different location and be up and running in a few hours, 

including short term office rental, switching ICT/Telephony suppliers, informing 

customers/suppliers and restoring backups etc. (see www.bcrc-uk.org for further info). 
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6.0  Threats 

6.1  Phishing & Pharming 
 

Email is the most common operation performed by a computer. The ability to communicate with a 

friend or colleague on the other side of the world instantly has revolutionised the way we do business 

and interact. As a business you may rely heavily on email but you need to be aware that cyber 

criminals also rely heavily on it too. Email is their preferred tool for carrying out acts of a criminal 

nature against businesses. 

Whether it’s your business email account or your personal account, you will receive a variety of Spam 

emails. There is always a spate of scam emails going around, some requesting help, others notifying 

of ‘jackpot’ wins. The gist is for the user to receive a large reward in return for little or no effort. The 

real aim of them is to gain sensitive information used to steal money and identities. 

 

The most common forms of the scam:  

 

·  Someone wants to transfer millions of pounds into your account 

·  Someone who wants to pay you to cash cheques and then send them the money 

·  A new friend/pen pal on a friendship/dating site who is asking for money 

·  A dying person contacted you wanting to give their money to charity 

·  When selling an item and are asked to accept a payment larger than the item amount 

 

Unfortunately, if it sounds too good to be true, it generally is. If you do receive an email which you 

suspect to be a scam then delete it or see appendices 3 for a list of who to report it to.  

 

You can also contact the originator’s email provider, quoting the email in full and including the email 

headers. For instance, if the scammer’s email address is mr.scammer@yahoo.com then send a copy 

of the email to abuse@yahoo.com and the email account should quickly be closed down. 
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6.1.1 Phishing  
 

What, Where and How? 

 

Phishing is a form of Identity Theft that involves sending out emails indiscriminately which act as ‘bait’ 

and they then see how many unsuspecting users they can ‘hook’. Attacks are those that use spoof 

emails and fraudulent websites to trick people into giving out personal financial data. Phishers hijack 

brand names of banks, web retailers and credit card companies and send out wave after wave of 

emails that ask the recipient to click on a link to update their details on what turns out to be a fake 

website. The message appears to be credible because the email and related website often incorporate 

the company logo making them look identical to the email or website communications of the legitimate 

company. 

 

The majority of phishing emails are sent by computers covertly controlled by criminals; see 6.5 

Botnets and Zombies. 

 

Figure 1 – Internet Explorer Version 7, anti-phishing facility3  

Microsoft product screen shot reprinted with permission from Microsoft Corporation. 

 

                                                 
3 http://www.microsoft.com/uk/athome/security/online/phishing_filter.mspx 
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How will it affect your business? 

 

The criminal can then use that sensitive information to steal what may be in the account, sign up for 

credit cards, take out loans or sell your personal information on the black market. The potential 

damage caused by a successful phishing attempt could be enough to force the closure of the 

business.  

 

You may also need to consider the potential effects of your company being mimicked in emails sent 

out to your clients and customers, however if you do not trade online or take confidential information 

via the internet, then your clients would find it strange you should ask for personal details. 

 

You should also be aware that apart from the danger of disclosing personal information, bogus emails 

may also contain malware scripts that execute as soon as the email is opened.  If you do access a 

phishing site, you will be vulnerable to drive by downloads of malicious code which will bypass any 

firewall as you have effectively ‘trusted’ the website. 

 

Figure 2 – An example of a recent phishing attempt (The request to follow the link to confirm bank 

details indicates the email is a scam – banks will never request this!)  

Microsoft product screen shot reprinted with permission from Microsoft Corporation. 
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What can you do to reduce the risk? 

 

As a business: 

 

Ensure your clients are aware that as a company you would never request their personal or sensitive 

data and to treat any request to do so, with extreme caution. 

Educating employees and colleagues is an essential way of ensuring your business does not fall foul 

of a phishing attack. Making email users aware of the scams and tricks used by cyber criminals will 

enable the user to make an informed decision regarding which emails to trust. 

 

Check that anti-virus software has an anti-phishing tool. 

 

As a customer: 

 

·  It is highly unlikely that a reputable company would have lost your account information. If they 

have, they are very unlikely to request your information via email. Figure 2 shows a request to 

follow a link and confirm your bank details. A bank will only ever write to you via the post and 

will still not ask for login and password details 

·  If you receive a dubious email do not click on links or attachments. Contact the bank or 

company concerned immediately. Always type the bank website address directly into the 

address bar in your browser.  Do not use favourites or recent history as these may have been 

tampered with 

·  Whilst your bank will often contact you to inform of irregular transactions or cancel your card, 

you should always check yourself that there's been no fraudulent or unusual activity on your 

statements. 

·  Phishing emails often contain grammatical errors or spelling mistakes. This is not a hard and 

fast rule but is a good indicator 

·  If you feel you have opened a bogus email, do not click on any links, shut down your email 

program and all of your web browsers. This is to ensure that any hidden malware scripts 

executed by the email are closed.  Run an up to date anti-virus scan 
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6.1.2 Pharming  
 

What, Where, How? 

 

This is similar to a phishing attack in that the aim of the fraudster is to steal sensitive information. 

Pharming directs users to fake sites, via a bogus email or more commonly a virus or piece of spyware, 

when they are trying to access legitimate websites. A customer logs on to the website, often using the 

web address they have stored in their internet explorer favourites folder, (It is possible for viruses to 

swap all of the websites in your favourites list to scam sites instead) to what looks like a familiar 

internet banking site and is unknowingly redirected to a fraudulent site.  

 

How will it affect your business? 

 

Similar to phishing, pharming is a method to enable identity theft. It will aim to redirect you to a fake 

site where the goal is to steal sensitive data. 

 

If your business has a website requiring personal information (this is not just limited to banking details 

but also email addresses and passwords) that is hacked or spoofed then your clients and your 

employees could fall victim to the scam. If one of your clients attempts to access your site and 

discloses personal information resulting in an identity theft, then consumer confidence in your 

business and brand will be damaged and undermined. 

 

Another factor to consider is that whilst your website is out of operation you could be losing potential 

sales. Customers wanting to purchase your goods or services may not be able to. 

 

What can we all do to reduce the risk? 

 

·  Install anti-virus and anti-spyware software and regularly run updates. 

·  Follow our guidance – exercise caution over which programmes you decide to run.  

·  Install a firewall to block incoming attacks. This is a little bit trickier and whilst discussed later in 

this handbook it may be necessary to seek an expert’s advice. 

·  Do not access important websites or your banks website via a link in your favourites list (a list 

of your most commonly surfed websites) as malicious code can access your computer and 

change the list so as to redirect you to bogus sites. 

·  Look for the secure settings. On a website that purports to be secure, such as an online 

banking site there should be two tell-tale signs to look for. In the bottom right of the screen 
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there should be a small padlock (this indicates the website is securely certified) and in the 

address bar, the http: should have changed to https: the extra s indicating the site is secure.  

 NB. Scammers are able to fake sites and are able to put a padlock image on the screen  and 

therefore user’s discretion should always be exercised. By clicking on the padlock, the 

certificate details will be displayed. If nothing happens then exercise caution. 

  

Figure 3 - A legitimate Microsoft Internet Explorer 6 website with the two identifiers  

Microsoft product screen shot reprinted with permission from Microsoft Corporation. 

 

 

 

If you are a business who offers online trading to your customers via your website then you need to be 

aware of the threats caused by a cloned website. Regularly check the site by entering details to see if 

the behind the scenes database has been updated. 

 

Also, regularly take a close look to see if there are any subtle changes to the website, your customers 

may not be able to spot alterations but as the owner you need to. 
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6.2 Cross Site Scripting (XSS) and Cross Site Scripting  Forgery (XSRF)  
 

What, where, how? 

 

Cross Site Scripting represents the evolution of Phishing and Pharming, which applies a more 

technical dimension to what, is essentially a traditional crime of deception using the Internet.  The 

cyber criminal is able to exploit vulnerabilities in website design code to allow them to steal passwords 

and login codes.  The crucial difference between traditional phishing and pharming and this new threat 

is that the site used to steal information is legitimate and not a spoof or copy. 

 

How will it affect your business? 

 

If your business operates an e-commerce website i.e. a website which uses form based access 

control, where customers or staff input a username and password for example, you will need to ensure 

that the website is protected against these attacks.  If customer details are stolen in this way the knock 

on effect to the businesses reputation and the security of its online shop could be catastrophic. 

 

What can we all do to reduce the risk? 

 

·  Contact your webhost/ web developer and check that the website has been tested for and 

secured against these types of attacks 

·  Use a web vulnerability scanner.  Free scanning tools are now widely available online e.g. 

http://www.acunetix.com/websitesecurity/cross-site-scripting.htm 

·  Regularly check the website for anomalies such as unusual additional fields 

·  Consider disabling Activex and Java script in the search engine used at work as these can be 

used as attack vectors 

·  Do not have multiple web pages open when entering password details to access a secure 

website 
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6.3 Trojan Horse/Malware 
   

Malware is the shortened term for malicious software which is designed with the intent of damaging or 

controlling a computer without the prior consent of the owner. It is often  spread through normal 

methods of communication such as:  

 

·  email and instant messages 

·  dropped onto your computer via a Trojan horse 

·  from an infected website 

·  hidden in a program you install  

·  downloaded from peer-to-peer connections 

·  Toolbars 

 

Malware will do its best to remain undetected on your computer. It is likely the first time you notice its 

presence is when the performance of your computers noticeably deteriorates.  Toolbars use 

bandwidth. 

 

The typical categories of malware are: Spyware, Viruses, Worms, Adware, Bots and Botnets and the 

less damaging Pop-ups. 

 

6.3.1 Spyware & Adware 
 

What, Where, How? 

 

Malware generally refers to hidden programmes running on your computer without your knowledge or 

consent. The programmes track and communicate all your online activity to a third party. Key loggers 

are able to siphon everything you type on your keyboard which may include credit card details, 

important client data, online banking passwords and other sensitive information.  

 

Malware finds its way onto a computer in a variety of ways, often as part of a software bundle where 

the spyware is part of a ‘free’ programme that claims to enhance a users system, such as a screen 

saver. The spyware piggybacks on the requested software and then hides itself deep inside the 

computer, examples of methods used are: 

 

·  A drive-by install where spyware is loaded on a user's machine by websites that claim the 

programmes are needed to 'view' their sites. 
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·  Via suspect emails that tempt naïve users with 'offers' specially designed to appeal to them. 

This action is known as ‘Social Engineering’. 

 

How can it affect your business? 

 

The main threat to a business from spyware is the theft of yours and your client’s data. The main aim 

of spyware software is to steal information and then defraud businesses. 

 

Apart from financial gain, spyware can be used to implant Trojan horses, viruses and worms for the 

purpose of damaging your equipment and files or harnessing the power of your systems. One 

computer on its own may not produce much power but when linked in a mass network, referred to as a 

Botnet (see section 6.5), the results can be extremely damaging. 

 

·  Malware funnels advertising to you or points your browser to sites feeding advertising 

·  It can be installed with the users consent. Peer to peer (P2P) file sharing networks such as 

BitComet or LimeWire require the user to install and run what is essentially Malware alongside 

their software as a way of subsidising the costs 

 

Malware infections are difficult to detect. Common symptoms include: 

 

·  The system running slowly or becoming less stable. 

·  Trojan horses and other nuisance programs helping themselves to resources such processing 

power, memory and internet bandwidth. 

·  A sudden change in how your computer is running can be a sign that malware has worked its 

way into your machine 

 

What can we do to reduce the risk? 

 

·  Install anti-spyware software. Once installed, it will scan your computer checking for rogue 

elements before quarantining and then removing them.  

·  It is advisable to get anti-spyware that updates itself regularly as spyware is constantly evolving 

to find new ways to get through undetected. The latest versions of anti-virus software also 

checks for Spyware/Trojans/Malware.  Make sure that you are using the latest version and 

update the virus definitions. 
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·  Take steps to ensure your employees are security conscious. Train staff to be wary of the 

methods used to infect a computer. If employees are asked to download something then they 

should really consider if the website is a trusted one.  

·  If your business has a network of computer users linked to the internet, consider physically 

restricting downloads to individual computers. This can be done using the system 

administration tools and backed up by an Internet usage policy. 

·  You should ensure that you and your colleagues / employees are educated of the danger of 

malware and pop-ups.  When they appear, the only place that should be clicked is the small ‘x’ 

in the top right corner.  

 

The most effective way to close adverts down is through windows task manager. By pressing ‘CTRL’ 

‘ALT’ & ‘DELETE’ on your keyboard at the same time, the Windows Task Manager should appear (see 

figure 4). On the ‘Applications’ tab you can highlight the pop-up and click on ‘End Task’ to close it 

down without risk. You should always exercise caution when closing applications within Task 

Manager, unless you are sure of what you are closing or have saved any open work you may close 

files unrelated to the adware. 

 

Figure 4 – Windows XP Task Manager Applications tab 

Microsoft product screen shot reprinted with permission from Microsoft Corporation. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



23 
 

Complete internet security packages are available on the market, these provide an alternative to 

installing separate anti-virus, anti-spyware and anti-adware. 

 

6.4 Virus & Worms 

 

What, Where, How? 

 

A computer virus is software or coding written for the sole purpose of infecting a computer. The effects 

can range from the irritating but harmless, such as humorous text or pictures being displayed on your 

monitor to the more malicious sort that will delete all of the files on your hard disk. It is these types of 

virus that can have the most damaging effects on a business and that is why it is always necessary to 

have secure backups of all your data.  

 

The most common method of spreading viruses is via email. Before email appeared viruses were 

spread through the sharing of floppy disks. Other methods such as disks and USB data sticks present 

a similar threat. However, infection most commonly occurs through email. 

 

Figure 5 – Effects of a Virus (www.berr.gov.uk)4 © Crown Copyright. URN 06/1645 

 

 

  

                                                 
4 Source - http://www.berr.gov.uk/files/file34329.pdf 
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Typically, a virus is sent as an attachment to an email and the virus is spread when the attachment is 

opened. Often the message is sent to intrigue the recipient using the ‘RE:’ format to imply the 

message is a reply. The most famous example of this was the “I Love You” virus which caused 

worldwide disruption. The virus, once opened scanned all your contacts and then sent the virus to 

them purporting to come from you. This virus went round the globe in a matter of hours and 

unfortunately, many viruses created since then use similar methods. According to reports there are 

over 1 million viruses and malicious codes currently in circulation.5 

 

A worm is a little different to a virus in that it is self replicating and does not need a host medium. A 

typical virus will spread via email or by an infected file but a worm can be released on to a computer 

and will spread via network connections, within an office, to within a business, across a multinational 

network and across the whole internet. It’s the same as a virus in that its aim is to infect your computer 

and execute tasks which can range from humorous to malicious damage. 

 

How can it affect your business? 

 

·  The affects to your business from a virus or worm infection could range from mildly annoying to 

extremely damaging. Hard drives can be completely wiped, in effect leaving a business with no 

option but to close. In this case a backup of your company information would be invaluable. 

·  A business being forced to close is the extreme case but the downtime caused by infected 

equipment can cause setbacks and lost revenue through the disruption 

·  A virus may access your email address lists and send embarrassing or offensive messages to 

clients and contacts, the effects of which could be severe embarrassment and loss of all trade.  

This may also result in your Internet Service Provider (ISP) blocking email that you send, 

including legitimate mail 

 
 

What can we all do to reduce the risk? – Anti-virus  

 

·  The first piece of security every computer user needs is anti-virus software and it is essential 

that every computer that connects to the internet has some sort of anti-virus software 

·  To be effective, the software must be set to receive updates to keep ahead of the virus writers. 

The software will give you the option of receiving updates periodically on your command 

though it is advisable to set it so updates are received daily and automatically 

                                                 
5 Source - http://news.bbc.co.uk/1/hi/technology/7340315.stm - Symantec Internet Security Threat Report Autumn 2007 
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·  If your business has more than one computer you will need to purchase multiple licenses and 

install the software on each machine 

·  Ensure that your website is free of any viruses and secure against any attacks. This will also 

stop any viruses being passed onto unsuspecting customers 

·  Ensure that the web developer has written in secure code and that they are security minded.  

Get references and speak to existing clients.  Encourage penetration testing, especially if your 

site is an e-commerce site 

·  Seek professional help.  If you have been infected, you have a weak spot 

·  Make sure people are wary of strange e-mails, especially if they do not recognise the sender, 

or if the message is unusual 

·  Do not send virus alerts via e-mail.  Advise all staff that this will not happen and not to open 

virus warning messages, even when from trusted email addresses.  These messages may 

carry the virus, infecting new computers when opened 

·  If you outsource IT services, make sure that you provide defined procedures and requirements, 

which includes security, to your outsource agent before the contract is signed 

·  Exercise caution about who or what you allow to access your computer 

·     Ensure you have a backup system in place and that backups are carried out regularly and 

stored offsite 

·  Do not install anything from a website when asked to unless it can be verified  

·  Ensure your software firewall is turned on, to block attacks and, if you have one, consider a 

firewall for your server to ensure that attacks are stopped before accessing the network 

·  If file sharing, exercise extreme caution about what is shared 

·  If using Microsoft Windows, ensure you have the updates set to automatic. Updates and 

patches should be set to automatic for all software  

·  If you notice one computer is infected, quickly disconnect it from the network to stop infection 

of other machines and clients via your contacts list 

·  Share examples and experiences of viruses with other users in the network 

 

Using an unprotected computer as a ‘honey pot’ experiment, analysts discovered that within half an 

hour of being connected to the web, it had been infected 7 times with varying forms of spyware, 

viruses and Trojans rendering the machine almost unusable6. 

  

                                                 
6 http://news.bbc.co.uk/1/hi/technology/6035455.stm 
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One of the ways that virus writers try to catch out anti-virus software is by pumping out enormous 

numbers of variations of their malicious creations. Good anti-virus programs use techniques to spot 

viruses that have not been formally identified but have all the characteristics of being a virus. Heuristic 

anti-virus software uses artificial intelligence to spot trends and characteristics inherent in previous 

viruses. 

 

Most computers now come with anti-virus software installed and though an annual subscription can 

seem expensive, it might be cheap when you consider how much it could save you if it stops your 

bank details being stolen or your data corrupted. 

 

If you do suspect you have been infected by a virus and you have anti-virus software in place, contact 

the software provider or look on their website to check for patches or updates. The major suppliers act 

as information clearing houses during virus outbreaks and so will usually be able to disseminate 

helpful information to their customers.  Current threats can be found on the Sophos7 website for 

example. 

6.5 Botnets & Zombies 
 

What, Where, How? 

 

Symantec8 states Zombies and Botnets play a role in every form of cyber crime including but not 

exclusive to Denial of Service, extortion, identity theft, spamming & phishing. 

 

Through Bots and infection, criminals are keen to make use of innocent people’s personal computers 

in order to carry out various crimes against businesses. 

  

The colourful name for a computer which cyber criminals have infiltrated via the use of a viruses, 

Trojan horses and backdoors is a Zombie; by doing this, they gain access to a computer and can 

control its processing power. Criminals and hackers will often build up a network of these Zombie 

computers which can then be used for a Denial of Service (Dos) attack thus disabling a business’s 

online access or website. 

 

In this way a cyber criminal can take out a competitor’s website for financial gain or extort and 

blackmail a company by purposefully blocking their website until payment is made. The computer can 

                                                 
7 http://www.sophos.com/security/ 
8  http://www.symantec.com/norton/cybercrime/botscybercrime.jsp  
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also be used to carry out specific crimes like hacking and virus spreading as the remote user is 

untraceable. 

 

A collection of Zombie computers is called a Botnet which is then controlled individually or by a 

collective known as Bot-herders.  Bot-herders rent out Botnets to relay Spam and launch phishing 

scams to steal sensitive data. 

 

A computer can become infected and then remotely controlled may be by accessing a rogue website 

or clicking on a link in unsolicited email. This in turn may install software/malware on the computer 

which allows it to be remotely accessed.  

 

This growing problem of computer hijacking is a serious concern because Bots allow would-be 

attackers to remain anonymous. a 'Botnet' could be set up to operate from any part of the world to 

infect and control your computer or crash a website through a Distributed Denial of Service (DDoS) 

attack, and the perpetrator would be very difficult, if not impossible to track down. 

 

Bots are also used for Spam and Phishing purposes. Bots can be used to harvest email addresses 

and also to send out the fake mail. Using a Bot computer to send out fake mail means that the cyber 

criminal can not be traced. The infected computer or server can also be used to host a bogus website 

for the purpose of stealing identities. 

 

How can it affect your business? 

 

According to Symantec, Botnets are known as the ‘Swiss Army Knife’9 of cyber crime and have been 

around since the late 1990’s and since then, they have become one of the most effective 'business 

models' of cyber crime. A global corporation’s computer network could be at the remote command of a 

group of malware creators without even realising it. It is also quite likely that a Botnet run by a hacking 

group could even be 'hired' to take down a rival company's website through a distributed denial of 

service (DDoS) attack. 

 

DDoS attacks are the most common function of Botnets. A coordinated attack via thousands of 

compromised ' Bots' against high-profile sites, saturate the target's bandwidth and capability to 

respond to legitimate connections. The sheer volume of traffic going through the site forces it to crash 

                                                 
9 http://www.symantec.com/en/uk/norton/cybercrime/botscybercrime.jsp 
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or shut down. For a company that relies solely on its website to trade it becomes critical to keep it up 

and running. 

 

DoS and DDoS attacks are not limited to the larger companies. Cyber criminals and Bot Herders can 

be hired to attack the websites of any SME irrespective of size. 

 

Figure 6 – An illustration of how a hacker carries out a DDoS (reproduced with the permission of 

Howard Lamb on behalf of SOCA). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Methods of detecting whether a computer has been taken over by a Bot are advancing, but the cyber 

criminals have also added sophisticated encryption software; which enables the Bot to avoid detection 

and removal by network sniffing tools, making investigation of the crime even more difficult. 
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Figure 7 - An example of a Botnet up for ‘hire’ taken from a Russian site (reproduced with the 

permission of Howard Lamb on behalf of SOCA). 

 

The site is in Russian but the boxes around the outside of the screen give a brief  translation. Note the 

new service to send servers offline with a charge of $110 per day. 

 

 

 

 

 

 

Apart from the risk of Botnets to your company website, the effects of being a Zombie need to be 

considered. Loss of resources or system power as it is harnessed and covertly used to target another 

business can have a damaging effect on productivity. A process like sending an important email, 

which should normally occur instantaneously may take many minutes slowing down the efficiency and 

reliability of core functions and activities. 
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What can we all do to reduce the risk?  

 

The simplest way to detect a problem is to monitor the behaviour of the computer. If the cooling fan 

starts spinning really fast or the drive inside starts to make a lot of noise even though you are not 

doing anything strenuous on the computer at the time, then this may indicate the machine is infected. 

 

One way of checking how hard the CPU is working is by pressing CTRL-ALT-DEL simultaneously.  

This will bring up the windows task manager, a small control panel that’s shows what is happening on 

the computer at that time. Click on the performance tab, this will show you the CPU usage. Usage will 

normally idle at about 2-3%, anything higher and you’d expect programs to be running. If your 

computer is part of a Bot, then this may be nearer 100%. It may be that the computer is running 

legitimate, resource hungry processes behind the scenes; however it warrants further investigation if 

the computer is acting erratically at other times. 

 

Figure 8 - Windows Task Manager 

Microsoft product screen shot reprinted with permission from Microsoft Corporation. 
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Installing a firewall, as discussed earlier, should prevent many of the known threats from penetrating 

the system. 

 

By installing up-to-date anti-virus software, most incoming viruses, worms and Trojan horses will be 

detected and quarantined before they can do any damage. 

 

Ensure that employees are trained in the company’s security practices and are aware of the potential 

damage to computers and the business if they do not adhere to best practice. It does not matter 

whether your business has one or many computers, if they are linked to an external network, then they 

are at risk. 

 

Access to file sharing programs, notorious for containing files with Trojans ‘piggy-backing’ on them 

should be prohibited. File sharing programs allow users to share files from anywhere in the world. The 

facility to openly share a file with a colleague or associates can be highly beneficial to a business and 

there should be systems in place to allow this. However, sharing music and movie files may have 

security and legal implications if originating from an outside network. As an employer you need to be 

very aware of the legal implications and ensure that your colleagues/staff understand the rules. A 

security policy (see appendices 2.0) outlining your businesses stance is crucial in educating staff and 

covering your liability in the event of any problems. 

 

If your business has a website that is critical to daily operation, consider denial of service protection 

which can hide your website behind a Proxy and filter out malicious content designed to bring the site 

down10.   

  

                                                 
10 http://www.gigenet.com/hosting-solutions/ddos-protection 

 http://www.cisco.com/en/US/netsol/ns615/networking_solutions_sub_solution.html 

 



32 
 

6.6 Hacking 
 

What, Where, How? 

 

 A hacker is a person who breaks codes and passwords to gain unauthorised entry to computer 

systems. For hackers, the challenge of breaking the codes is irresistible and so precautions have to be 

taken. 

 

Computers that are not connected to the internet or to a wider network are usually safe. Computers 

which form part of networks or those with external links, such as attached modems, are a potential 

target.  

 

Many hackers often have no specific fraudulent intent, but just enjoy the challenge of breaking into a 

system. Company websites are an attractive target for ‘cyber-vandals’ who change words around, add 

pictures or add their own slogans to deface the sites.  

 

In some instances the hacker's purpose could be to commit fraud, to steal commercially valuable data 

or to damage or delete the data in order to harm the company.  It is often carried out by corrupt 

employees or those with a grudge.  They may have insider knowledge of passwords and User IDs 

which makes it easy for them. 

 

How can it affect your business? 

 

The extent of hacking is difficult to assess as much of it is only discovered by accident but the effects 

can vary greatly. The purpose could be to steal sensitive data or to cause  disruption to your business. 

There have been numerous high profile cases of hacking some including the recent admission from 

the Pentagon’s Chief Information Officer that the US Department of Defense has been hacked on 

many occasions.11 

 

TKMAXX, a large company trading online, were the recent victim of a hacker. The retail outlet’s 

servers were accessed by hackers who then stole approximately 45 million customers’ credit card 

details. Although the company has argued that 75% of the details stolen were of no use to the 

criminals, that still leaves 11 million that were. The knock on effect of the incident apart from the 

                                                 
11 http://www.govexec.com/story_page.cfm?articleid=39456 
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money lost is the damage caused to the reputation of the company which may be more costly than the 

money lost through the criminals hacking.12 

 

In addition to client information, hackers can also steal your information on suppliers, costing and 

contact details so apart from the criminal gangs stealing data there is also the possibility of corporate 

sabotage. 

 

An attack could originate internally. Your company payroll details and other HR information could be 

valuable and damaging information if in the wrong hands. 

 

What can we all do to reduce the risk?  

 

Penetration Testing / Ethical Hacking (internal & e xternal systems) 

 

Penetration testing is a process used for evaluating the security of your systems and networks by 

hiring a legitimate third party to pose as a cracker (hacker in illegal terms) and then to simulate a real 

attack. The purpose is to identify potential vulnerabilities, known or unknown hardware & software 

flaws and operational weaknesses. The results are then presented to the business owner who can 

predict the potential damage to the business and act accordingly to remedy the weak points.  

 

Penetration testing would be useful for your business because whilst you may not take secure 

payments online, if you are linked to internet and utilise email, your computer is still at risk. The test 

will look at all areas of your computer systems and present you with a full risk report. 

6.7 Identity Theft 
 

What, Where, How? 

 

Identity theft and the theft of sensitive information often occur via the computer. Threats discussed 

previously such as phishing, pharming, spyware, hackers, key loggers and viruses can all be used to 

siphon valuable personal details. 

 

Identity theft can also be committed by criminals physically stealing your personal information. This is 

often done by taking documents from rubbish or by making contact with you and pretending to be from 

a legitimate organisation.  

                                                 
12 http://www.mailonsunday.co.uk/news/article-445551/TK-Maxx-card-hackers-target-45m-customers-biggest-heist.html 
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“Identity theft is one of the fastest growing forms of crime and hundreds of thousands of people 

worldwide are victims each year. In the UK, identity theft is the single fastest growing white-collar 

crime and is currently increasing at a rate of 500% each year. At that rate of growth, says the UK 

banks' Fraud Avoidance Bureau, ‘This type of fraud will become the most serious, with significant 

financial losses’”.13  

 

How can it affect your business? 

 

If you do have your businesses identity stolen, criminals may empty your online savings accounts, 

apply for loans and run up huge bills in your company’s name. This can cause distress and financial 

loss in the short term and you also may have difficulty with your cash-flow, operating costs, suppliers 

etc. Businesses should consider the damaging affects of identity theft including their duty to clients 

and colleagues 

 

Sensitive information stored on your computer needs to be protected but you should also not overlook 

laptops and notebooks. To ensure that your business complies with the Data Protection Act, you 

should actively seek to do all in you can to protect stored information and to avoid liability and costly 

fines should the data be stolen. 

 

What can we all do to reduce risk? 

 

The methods used by criminals to obtain identity information are often crude therefore the methods for 

prevention are largely common sense: 

 

·  Do not give out personal information to anyone who doesn't genuinely need it - not even to 

family and friends. Emails can be intercepted and are not considered a safe communication 

tool 

·  Consider switching from paper bills and statements to electronic, paperless versions which are 

also good for the environment 

·  Pay for goods and services electronically - don't send cheques in the mail if you can avoid it 

·  Have your salary paid directly into your bank account via BACS 

                                                 
13 Source of quote: www.id-theft-info.com 
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·  Before discarding any private documentation shred it or tear it into very small pieces. This 

includes any "junk mail" offers you receive which have your personal data recorded - such as 

pre-approved offers of credit cards, loans, insurance etc 

·  Keep computer passwords secure and change them frequently. Don't choose obvious 

passwords e.g. children's names, spouse's date of birth etc 

·  Be very suspicious of, and do not reply to, any email which arrives from a supposedly official 

source and which asks you to update your details - password, date of birth etc. Reputable 

companies will never send such emails out  

·  Never discard a computer, or any other device which has personal data stored on it, without 

first erasing all sensitive data. In addition there are regulations relating to appropriate disposal 

of electronic equipment 

·  Ensure virus protection is up to date to detect spyware or a key logger 

·  Be very wary of entering in personal data to websites that are not verified or that you are 

suspicious of 

·  Ensure your networks & systems are secure by implementing a firewall. Also consider 

penetration testing      

·  Encrypt sensitive data on your machines. You have a duty not just to yourself but also to your 

clients, employees and colleagues 

·  Install a cross-cut paper shredder to dispose safely of all documents. Anything that has 

personal information on such as name, address, bank details, D.O.B should be destroyed. 

Don’t print documents off from your computer unless really necessary 

7.0 Wireless Network Security 

 

What, Where, How? 

 

Many small to medium businesses use wireless networks as they are quick and easy to set up, with 

no major work required and for the start up business they can be set up with little expertise.  This in 

itself poses risks to businesses that are unaware of the potential threats.  There are simple measures 

that any business can undertake to minimise the risks and enable them to transact daily business with 

confidence. 

  



36 
 

 

 What can we all do to reduce the risk? 

 

·  If you connect to a network via a wire to a router, that router may still have wireless 

functionality.  Disable the wireless feature on your router if not required 

·  If using a wireless network, adopt the latest standard of wireless encryption, currently WPA2 

·  Give your router an obscure ID/Name.  Do not leave the default name as this is broadcast 

visibly and makes it easier for hackers to break into the router itself 

·  Do not broadcast the network name (SSID) 

·  Use Media Access Control filtering (MAC), enabling the inclusion of set computers on the 

wireless network and excluding others 

·  Employ a ‘Firewall’.  These vary in complexity and can be software or hardware based.  A 

firewall on its default settings is better than none at all, but a professional may be required to 

configure more complex settings 

·  Always make sure you backup and that the backup is kept offsite.  Regularly check that you 

can retrieve backed up files 

·  Do not use a wireless device that projects its signal beyond the boundaries of your premises 

·  Limit the IP address pool in the DHCP14 section of your Firewall 

·  If your access point allows it, restrict wireless access to the hours that you are likely to use it 

 

8.0 Firewalls    

 

A firewall is simply a programme or hardware device that filters all of the information coming through 

the Internet connection into your private network or computer system. It can be imagined as a wall that 

stops fire spreading within a building. Any information coming off the Internet and flowing through your 

firewall will be checked against a set of rules, any bits of data that are flagged as potentially damaging 

are not allowed through. 

 

No matter how small or large your company is, a firewall is an essential piece of the security jigsaw. 

Windows operating systems do come with an inbuilt firewall as do most off the shelf anti-virus 

packages; however, you will need to consider what package will fulfil your security needs. Whilst the 

firewall that comes with windows will be sufficient for a basic / domestic computer user it may not be 

enough to protect your business. The firewall in your router is weak. There are a huge range of 
                                                 
14 http://www.dhcp.org/ 
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independent firewalls available on the market to suit your individual needs but you must consider that 

the increasing grades of security are matched by an increased cost of purchasing one. 

 

Figure 9 Example of a firewall 15 

 

 

 

Proper configuration of firewalls demands skill from the firewall administrator. It requires considerable 

understanding of network protocols and of computer security. Unfortunately, small mistakes can 

render a firewall worthless as a security tool. You may find that the default settings on the firewall are 

sufficient for your business needs; however, it is always recommended you consult with an expert to 

ensure you get the best utilisation of your firewall. 

 

9.0 Methods for Safer Online Shopping 
 

·  Shop from reliable retailers 

- It's wise to do business with companies you already know and trust 

·  Use a credit card, not a debit card online 

- Credit cards limit your liability for unauthorised charges to £50. You're not assured this 

protection with a debit card 

·  Avoid buying on public computers 

                                                 
15 http://www.istockphoto.com/file_closeup/business/business-concepts/5817347-complex-network-xxl.php?id=5817347 
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- A hacker or thief can easily put a key logger on a public computer that allows him or her to 

know everything you've typed; this includes your credit card numbers and passwords 

·  Don't save your credit card numbers online 

- Many reputable sites give you the option to save credit card numbers online to make future 

purchases easy. However, if the company's database is ever successfully hacked, your 

information could be exposed. It's safer to re-enter your numbers with each transaction 

·  Use MasterCard Secure Code or Verified by Visa 

- These services allow you to set up an additional PIN security for safer shopping online.  If your 

card is registered with this service, unless this PIN has been compromised, stolen card details 

will not be sufficient to allow online purchases on participating retailer websites 

 

The best advice is that if something doesn't feel right, or if you don't understand why someone is 

asking you for personal details, then don’t feel obligated to divulge. If it's a salesperson or an email 

from someone who appears to be official ask them to verify what details they already have, and for 

what purpose they require further information. 

 

 

10.0 Social Networking Sites, Chat Rooms & Instant Messaging 

  

What, Where, How? 

 

These sites are all accessible from your desktop computer and whilst they may be a great way to 

communicate, they can also be harmful to your business and its security. 

 

Social Networking sites whilst being around for some time have really taken off in terms of popularity 

and now spread throughout the world. They allow users to set up profiles, communicate with others, 

post pictures and video clips, download bits of software, play games, chat and Instant Message (IM). 

 

Profiles can be accessed from anywhere in the world through the internet. 

 

How can it affect your business?  

 

Social networking sites can adversely affect your business in a number of ways and they  can 

be categorised into social and technical risks. 
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Socially you or your colleagues could be at risk of identity theft. By building a social networking profile 

and including personal information on it, a cyber criminal may be able to glean off enough information 

to steal your identity. Information such as your name, your D.O.B, where you live, where you have 

worked or are currently working, family names and where you went to school can all be used to build a 

profile for the criminal which can then be used to open accounts or take loans out in your name. 

 

As a business you should be aware that your profile or that of your employees could contain 

information regarding your organisation. Information such as management structure, workflow, details 

of customers and contracts, hours of working, pricing information and payroll details could all be found 

on profiles and could be used again to steal identity, used by another organisation for competitive 

advantage or simply cause grievance with other colleagues or clients. 

 

Social networking sites also use up bandwidth. 

 

Apart from the threat of cyber crimes associated with these sites, there is the potential for ‘cyber 

slacking’. The term denotes the time wasted by employees accessing chat rooms and social 

networking sites when they should be working. Hours can be wasted chatting and posting to a friend 

which is time they are being paid for and so ultimately becomes lost productivity. 

 

The technical threat associated with social networking, chat sites and IM is that of viruses, spyware 

and Trojan horses being installed onto your computer. As hundreds of thousands of users visit these 

sites and post videos clips and pictures, cyber criminals have started posting their own videos hiding 

malicious scripts and codes in them. By posting something that will create a lot of interest, 

unsuspecting users will click on the link, executing the script and infecting their computer. MySpace 

was hit by a worm that infected one users profile but then accessed their contact list and jumped 

between all their friends’ profiles. 

 

IM poses threats to your organisations integrity also. As a business tool, IM is an excellent way of 

communicating, being faster than email it allows colleagues to open up a dialogue box and chat 

instantly. However, IM software is normally accepted by firewalls unless specifically set up not to and 

so allows hackers and cyber criminal’s direct access to your system. Once inside the firewall, acts of a 

malicious nature are easily perpetrated. In addition to this, most IM systems allow for file transfer, 

which again circumnavigates the normal firewall. 
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What can we all do to reduce risk? 

  

Any social networking, IM or chat sites can be barred. If you want to restrict access to a site then this 

is possible. As an administrator, access can be blocked via Internet Explorer’s tools, via your firewall 

or via your anti-virus settings. Blocking the sites will ensure you are not at risk; however, there have 

been many studies that suggest social networking sites can increase productivity as employees feel 

happier in their working life when they can communicate with friends and colleagues at the same time. 

It is necessary to find a balance as the integrity of your businesses security has to be a priority. 

 

By educating employees and colleagues as to the dangers of file sharing and virus attacks from 

compromised video clips and pictures, the threat can be reduced. Making people aware that the 

company’s network is at risk is fundamental.  Consider blocking all access to social networking sites. 

 

If social networking sites are accessible then employees should be educated on the danger identity 

theft poses to them and the company. Information on their personal profiles should be limited to 

reduce the risk of theft. Any information held on personal profiles regarding the company should be 

treated seriously with warnings handed out to offenders. A good ICT Security Policy (see appendices 

2.0) should outline this and all employees of the business should be familiar with the policy. 

  

11.0 Risk Management / Disaster Recovery / Business  Continuity  

 

Irrelevant of your organisation’s size, business continuity is an integral element of running a business. 

In the event of an unforeseen problem, having a disaster recovery plan is essential. The plan is a set 

of step by step guidelines to follow in the event of any problem. For instance if your place of work 

caught fire in the night, the plan would outline a substitute building, where to source replacement 

equipment straight away and how to inform your staff of the switch of premises. It is a way of limiting 

the amount of downtime your business may suffer. 

 

The loss of data through accident or unforeseen incident is a common situation. A natural disaster, 

floods or fires could all be causes for a business to lose valuable data. An unforeseen circumstance 

could also come in the form of a cyber crime. If a cyber criminal hacked your server and deleted all of 

your company data, or unleashed a virus that destroyed your hard disk and website, then Risk 

Assessment Management is the recognised way to avert an incident of this nature. 
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Risk Assessment is the way in which a business will identify their vulnerabilities and potential threats 

to their organisations information resources, calculating the risk and then determining the best way to 

deal with the risks. 

 

In terms of loss of data, the best method to counteract this is to continually create backups of all 

critical information. The backups would then be stored offsite in a secure place or onsite in a fire-proof 

safe. 

 

If a cyber criminal did attack and destroy your computer / server then the potential loss to a company 

could be huge, all business data, websites and software may need to be sourced and reloaded which 

could take days if not weeks, that is providing the data could be salvaged at all. With secure backup 

this data could be restored instantly. 

 

Regular backups could save the company but could also save your staff. In the 1990’s the Paris HQ of 

Credit Lyonnais, one of the largest banks in France, was on fire. System administrators were forced to 

run back and forth in to the burning building to rescue server tapes and physical data because they did 

not have offsite copies!16 

 

Case Study – Nationwide Building Society 2007 17 

 

The Nationwide Building Society was fined £980,000 by the Financial Services Authority (FSA) after a 

laptop was stolen from an employee’s home. The FSA found security was not up to scratch after he 

had put details of nearly 11 million customers on his computer. The FSA also found that the 

Nationwide did not start an investigation until three weeks after the theft occurred.  

 

In the case of the Nationwide incident, it was due to the fact that a member of staff had downloaded 

the large file containing the client data to his portable laptop. This was done without the knowledge of 

the building society but it was this action that resulted in the fine, the fact that Nationwide were 

unaware the file had been removed, not that the employee had taken it off site. 

 

Nationwide should have had the controls in place enabling them to limit the type and quantity of data 

an employee is able to transfer away from the company. That is not to say that the transfer should not 

have been allowed but that the company should have been aware of it. 

 

                                                 
16 http://www.erisk.com/Learning/CaseStudies/CreditLyonnais.asp  
17 http://www.fsa.gov.uk/pages/Library/Communication/PR/2007/021.shtml 
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Nationwide should also now consider data encryption for their company computers and employee 

laptops. By encrypting their data, they would be covering themselves from potential fines if an item 

was stolen, as the data could only be viewable by someone who had the corresponding encryption 

key in their possession. 
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Appendices 

1.0 Legal Context 
 

Business cannot afford to rely on the successful prosecution of cyber crime. Many crimes that use 

computers and the Internet are merely the newest incarnations of traditional crimes of deception, and 

these can be prosecuted using laws within national legislations.  There have been moves to reinforce 

national law to encompass new cyber crimes.  

 

In September 2006 the Council of Europe launched a project relating to cyber crime.  The ‘Convention 

on Cybercrime’ contains 48 Articles18, detailing legislative measures to be taken at the national level.  

This is not the place to detail all those measures, suffice to say that a large number of countries inside 

and outside of Europe have signed up to them.  Articles 22-34 specifically relate to cross border and 

international co-operation in order to facilitate the transnational gathering of evidence, however, 

‘significant issues still exist in the usage of such evidence in the course of a prosecution, as well as in 

the location of any subsequent criminal proceedings.’ 19 

 

The key to reducing cyber crime should incorporate both technology and awareness in policies and 

procedure.  Inevitably, enforcement agencies will prioritise their energies determined by the 

seriousness of the crime.  Cyber crime is often anonymous and if an attack on your network or 

business systems fails, even if you have Intrusion Detection Systems in place, the likelihood is that no 

action will be taken. 

 

We will talk more about the specific threats to businesses through cyber crime and give practical 

advice on how to mitigate the risks and protect your business.  Some specific pieces of legislation that 

any business or individual should be aware of are detailed in the following sections: 

  

                                                 
18 http://conventions.coe.int/Treaty/en/Treaties/Html/185.htm 
19 Cybercrime and Jurisdiction, A Global Survey, edited by Bert-Jaap Koops & Susan W. Brenner. Published by T.M.C.Asser Press 2006 
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Legislation to be aware of & legislation to protect  businesses: 

 

 

The Data Protection Act 1998 

 

Background 

 

The above Act was brought in to provide for the regulation of the processing of information relating to 

individuals, including the obtaining, holding, use or disclosure of such information.  The Act 

supersedes the Data Protection Act of 1984 which only applied to data stored on a computer and 

followed the principles of the OECD (Organisation for Economic Co-operation and Development) 

Guidelines of 1980, and the Council of Europe Convention of 1981. 

The Data Protection Act, implementing European Directive 95/46/EC20 was passed on 16 July 1998 

The Act transmits the provisions of the EC directive into UK law. 

 

The Law as it applies to business 

 

If your business is involved in the retaining and processing of information pertaining to living 

individuals, you may need to notify the ‘Information Commissioner’. 

 

‘Data Controllers must take appropriate technical and organisational measures against unauthorised 

or unlawful processing of personal data and against accidental loss or destruction of, or damage to, 

personal data.’  The word ‘appropriate’ is ambiguous, so there is often confusion over what measures 

a business should take.  

The act contains eight “Data Protection Principles”. These specify that personal data must be:  

 

·  Processed fairly and lawfully 

·  Obtained for specified and lawful purposes 

·  Adequate, relevant and not excessive  

·  Accurate and up to date 

·  Not kept any longer than necessary.  

·  Processed in accordance with the “data subject’s” (the individual’s) rights.  

·  Securely kept.  

                                                 
20 http://ec.europa.eu/justice_home/fsj/privacy/docs/95-46-ce/dir1995-46_part1_en.pdf 
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·  Not transferred to any other country without adequate protection for the personal information 

being transferred.  

 

In addition to the above, ensuring that confidential information is disposed of responsibly is an 

essential part of compliance with the legislation. 

 

Most businesses regardless of size will store sensitive data in some form.  Whilst a financial 

organisation may seem much more susceptible to breaches and/or prosecution than a small business 

holding client data, the spirit of the act is clear: “personal data means data which relate to a living 

individual who can be identified”, therefore your obligation is not lessened. 

 

The Data Protection Commissioner can instigate criminal proceedings for breaches under the Act.  

The maximum penalty is currently a fine of £5000 (subject to change). 

 

For further information or to read the act see 

http://www.opsi.gov.uk/acts/acts1998/ukpga_19980029_en_1 

 

Anti-Spam Law 2003 

 

Background 

 

The so called Anti-Spam Law was brought into force as a requirement of an EU directive obliging 

individual EC member states to introduce anti-spam laws by October 31.  The legislation forms part of 

the Privacy and Electronic Communications (EC Directive) Regulations 200321. 

 

The law as it applies to business 

 

The Anti-Spam Law makes it illegal for online marketers to send Spam to individuals in the UK, unless 

they have agreed to ‘opt-in’ beforehand, and/or they are existing customers of that company, in which 

case they have the opportunity to opt-out.  The law does not cover business email addresses and has 

been criticised for effectively legalising Spam to businesses. 

 

The anti-spam law came into effect as the result of an EU directive which can be interpreted and 

implemented as individual member states see fit.  The US rules are much softer on Spam, placing the 

                                                 
21 http://www.uk-legislation.hmso.gov.uk/si/si2003/20032426.htm  
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onus on the recipient to opt out of unsolicited email.  This combined with the fact that the origin of 

Spam is difficult to trace- often being sent out from hijacked computers makes the legislation less 

effective. 

 

As an employer, you need to be aware of the wider implications of this regulation, especially when 

coordinating your security strategy.  If you wish to monitor staff and their electronic communications 

for example, you must be able to demonstrate a need to do so. 

 

For further information, or to read the act see  

http://www.opsi.gov.uk/si/si2003/20032426.htm 

 

 

Fraud Act 2006 

 

Background 

 

The Fraud Act 2006 was brought in to address the increase in crimes of ‘deception’.  The Act has 

particular relevance currently as it is the most vigorous mechanism under UK Law for dealing with 

Identity Theft.  Under previous Theft Acts (now repealed), Fraud was represented as the result of a 

crime.  The Act defines that fraud attempted by means of false representation e.g. phishing scams in 

which the criminal purports to be the potential victims bank, can be prosecuted.  The ‘conduct’ is now 

a crime; a theft does not need to have occurred to allow prosecution.  The Act effectively criminalises 

cyber crime. 

 

The law as it applies to business 

 

The Fraud Act 2006 asserts that the offence of fraud can be committed in three ways: 

·  False representation (section 2) 

·  Failing to disclose information (section 3) 

·  Abuse of position (section 4) 

 

The Act also allows for separate offences if a party is in possession of articles for use in fraud. These 

could range from computer hardware/software to information for the purpose of identity theft.  It is a 

separate offence to make or supply articles for use in fraud. A further offence can be committed under 

the Act if a sole trader or a company director is carrying on or participating in fraudulent business.  An 
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offence of obtaining services dishonestly is also incorporated in the Act, e.g. downloading software 

dishonestly. 

 

Conviction under the Act can attract a maximum 10 year prison sentence and/or fine. 

 

For further information or to read the act see  

http://www.opsi.gov.uk/acts/acts2006/en/ukpgaen_20060035_en_1 

 

The Computer Misuse Act 1990 

 

Background 

 

The Act's introduction followed the decision in R v Gold (1988)22 in which the defendants Gold and 

Schifreen obtained unauthorised access (remotely using a modem) to the BT Prestel computer 

network. An attempt to convict the pair under the Forgery and Counterfeiting Act 1981 resulted 

ultimately in their acquittal, by the House of Lords, which deemed the legislation inappropriate to 

prosecute and that a criminal offence was not committed. 

 

A Private Member's Bill was introduced by Conservative MP Michael Colvin.  The bill, became The 

Computer Misuse Act in 1990. 

 

The law as it applies to business 

 

The Computer Misuse Act 1990 relates to the unauthorised access to computer material and the 

unauthorised modification of computer material.  Offenders prosecuted under these sections of the Act 

can receive a prison sentence not exceeding 6 months and/or a fine.  Part two of the Act details 

unauthorised access with intent to commit or facilitate commission of further offences, and can attract 

in a maximum prison sentence of 5 years. 

 

Given that the Internet did not gain a public face until the 1990’s, clearly the Computer Misuse Act 

1990 is at the very least outdated. At its worst, the Act fails to deal with modern cyber crime and 

grossly underestimates the potential seriousness of these crimes. 

 

                                                 
22 Cybercrime and Jurisdiction, A Global Survey, p295-296, edited by Bert-Jaap Koops & Susan W. Brenner,T.M.C . Asser Press, The 
Hague 2006 
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For further information, or to read the act see 

 http://www.opsi.gov.uk/acts/acts1990/UKpga_19900018_en_1.htm 

 

Intellectual Property Rights & confidential informa tion - The Patents Act 1977 

 

Background 

 

The Act implements the European Patents Convention to which most European countries are 

signatories.   

 

The law as it applies to business 

 

Businesses and individuals need to be aware of the act to avoid contravening it and to utilise it to 

protect intellectual property. 

 

Intellectual property (IP) can allow you to own things you create in a similar way to owning physical 

property. You can control the use of your IP, and use it to gain financially.  It is often a unique selling 

point allowing a business to keep ahead of competitors.  This encourages further innovation and 

creativity.  With the uses of the internet, clearly some of the items within your business covered by IP 

become more widely accessible and potentially exploitable.   You must also be careful not to 

undertake in activities which may breach the IP protection applied to others. 

 

The four main types of IP are: 

 

·  Copyright 

Copyright protects material, such as literature, art, music, sound recordings, films and broadcasts. 

·  Designs 

Designs protect the visual aesthetic appeal of products. 

·  Patents 

Patents protect the technical and functional aspects of products and processes. 

·  Trade Marks 

Trade Marks protect signs that can distinguish the goods and services of one trader from those of 

another. 

 

IP also covers trade secrets, plant varieties, geographical indications and performers’ rights. 
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Often, more than one type of IP may apply to the same creation. 

 

For further information or to read the act see  

http://www.opsi.gov.uk/RevisedStatutes/Acts/ukpga/1977/cukpga_19770037_en_1 

 

The Copyright, Designs and Patents Act 1988 

 

Background 

 

The Act reiterates the law of copyright, with some amendments.  It adds to the rights of performers 

and others in performances, and confers a design right in original designs.  The Act also amends the 

law of patents; it makes provision with respect to devices designed to circumvent copy-protection of 

works in electronic form, and makes fresh provision penalising the fraudulent reception of 

transmissions; and it makes the fraudulent application or use of a trade mark an offence. 

 

The law as it applies to business 

 

As with the Patent Act, the above act pertains more to the literary or musical and works of an artistic 

nature.  It could also cover Information or data held on a database.  

Section 3 (1) of the act details ‘literary work’ as including; 

 

·  A table or compilation other than a database 

·  A computer program 

·  Design material for a computer program 

·  A database. 

 

Intellectual property and confidential information are plainly vital to businesses.  They are also much 

desired by the cyber criminal orchestrating targeted attacks designed to steal this information.  This 

Act is there to protect your property in law; however, organised cyber criminals are unlikely to be 

deterred by the Act. 

 

For more information or to read the act see  

http://www.opsi.gov.uk/acts/acts1988/ukpga_19880048_en_1 
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Other Acts that may be of interest include 
 

·  Trade Marks Act 1994 

·  Video Recordings Act 1984 

·  Trade Descriptions Act 

 

For more information, or to read the acts see http://www.opsi.gov.uk/acts.htm
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2.0 Security Policies and Best Practice  

 

An up to date security policy is a must for any business, irrelevant of the size. The policy is in effect a 

set of rules to which any employee using equipment must adhere.  

 
A comprehensive policy should include the following:  

 

2.1 Internet Usage Policy  

 

·  Are employees allowed to use file-sharing software on their computers? This significantly 

increases the risk of malicious attacks 

·  Are employees allowed to access and view sites of an adult nature, social networking sites, 

chat sites and IM?  

·  Are employees allowed to download software or watch video clips? 

 

2.2 Email Policy  

   

·  Can staff send chain emails?  

·  Are employees allowed to send joke emails and other material that would be considered 

unacceptable?  

·  Are employees aware of the dangers of opening unsolicited emails and attachments and 

responding to emails asking for personal information? 

2.2.1 Policy on the use of Internet, E-Mail and Telecommu nications Equipment 
 

General Use and Ownership  
 

·  While ****’s network administration aims to provide a reasonable level of privacy, users should 

be aware that the data they create on the corporate systems remains the property of ****, 

management cannot guarantee the confidentiality of information stored on any network device 

belonging to ****. 

 

·  Employees are responsible for exercising good judgment regarding the reasonableness of 

personal use. **** provides facility for such reasonable personal use however the organisation 

reserves the right to monitor activity at any time to ensure such use is acceptable and does not 

impact on the duties required within any individual’s role within the organisation. 
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·  For security and network maintenance purposes, authorised individuals within **** may monitor 

content, equipment, systems and network traffic at any time.  

 

·  **** reserves the right to audit networks and systems on a periodic basis to ensure compliance 

with this policy.  

 

Security and Proprietary Information 
  

·  All information contained on Internet/Intranet/Extranet-related systems should be considered 

as confidential. Examples of confidential information include but are not limited to: private, 

corporate strategies, trade secrets, specifications, customer lists, and research data. Such 

information should only be shared on a limited basis, after permission to do so from the 

management team has been sought, where such information is required to facilitate 

relationships with external parties. Employees should take all necessary steps to prevent 

unauthorised access to this information and data leakage. 

 

·  Keep passwords secure and do not share accounts. Employees are responsible for the 

security of their accounts and the integrity of their passwords. User level passwords should be 

changed every 30 days. A central register of passwords will be maintained by the ICT 

administrator. 

 

·  Access to all PCs, laptops, handheld devices and workstations will be controlled using a 

locking feature which will activate following 5 minutes of inactivity.  

 

·  Communication by employees from a **** email address to newsgroups should contain a 

disclaimer stating that the opinions expressed are strictly their own and not necessarily those 

of ****, unless communications with said groups are necessary in the course of business 

duties.  

 

·  All hosts used by the employee that are connected to the **** Internet/Intranet/Extranet, 

whether owned by the employee or ****, shall be continually executing approved virus-

scanning software complete with daily virus definition updates. 

 

·  Employees must use extreme caution when opening unsolicited e-mails and especially if 

opening attachments, which may contain viruses, e-mail bombs, or Trojan horse code.  
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Unacceptable Use  
 

The following activities are, in general, prohibited.  

 

·  Under no circumstances is an employee of **** authorised to engage in any activity that is 

illegal under local, national or international law while utilising **** owned resources 

 

·  In regard of their use of computer and telecommunications facilities provided to them, 

employees are also reminded that all other **** policies applying to their conduct within the 

business also apply to their use of these facilities. Such policies may include but are not 

restricted to intellectual property protection, confidentiality, harassment, misuse of **** 

resources, data security etc. Any breaches of these policies in the course of computer or 

telecommunications usage could result in disciplinary sanctions up to and including dismissal 

 

In addition to the activities identified below for each activity area, any use deemed to be excessive will 

also be classified as unacceptable and subject to the disciplinary process. 

 

The lists below are by no means exhaustive, but attempt to provide a framework for activities which 

fall into the category of unacceptable use.  

 
System and Network Activities  
 

·  Violations of the rights of any person or company protected by copyright, trade secret, patent 

or other intellectual property, or similar laws or regulations, including, but not limited to, the 

installation or distribution of ‘pirated’ or other software products that are not appropriately 

licensed for use by ****.  

 

·  Unauthorised copying of copyrighted material including, but not limited to, digitisation and 

distribution of photographs from magazines, books or other copyrighted sources, copyrighted 

music, and the installation of any copyrighted software for which **** or the end user does not 

have an active license is strictly prohibited.  

 

·  Exporting software, technical information, encryption software or technology, in violation of 

international or regional export control laws, is illegal. The appropriate management should be 

consulted prior to export of any material that is in question.  
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·  Introduction of malicious programs into the network or server (e.g., viruses, worms, Trojan 

horses, e-mail bombs, etc.).  

 

·  Revealing your account password to others or allowing use of your account by others. This 

includes family and other household members when work is being done at home.  

 

·  Using a **** computing asset to actively engage in procuring or transmitting material that is in 

violation of sexual harassment or hostile workplace laws in the user's local jurisdiction. 

 

·  Accessing any material that might be regarded as sexually explicit or offensive on the grounds 

of sex, sexual orientation, religion, race or disability will be deemed to be gross misconduct.  

 

·  Making fraudulent offers of products, items, or services originating from any **** account.  

 

·  Making statements about warranty, expressly or implied, unless it is a part of normal job duties.  

 

·  Effecting security breaches or disruptions of network communication. Security breaches 

include, but are not limited to, accessing data of which the employee is not an intended 

recipient or logging into a server or account that the employee is not expressly authorized to 

access, unless these duties are within the scope of regular duties. For purposes of this section, 

‘disruption’ includes, but is not limited to, network sniffing, pinged floods, packet spoofing, 

denial of service, and forged routing information for malicious purposes.  

 

·  Port scanning or security scanning is expressly prohibited  

 

·  Executing any form of network monitoring which will intercept data not intended for the 

employee's host, unless this activity is a part of the employee's normal job/duty.  

 

·  Circumventing user authentication or security of any host, network or account.  

 

·  Interfering with or denying service to any user other than the employee's host (for example, 

denial of service attack).  
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·  Using any program/script/command, or sending messages of any kind, with the intent to 

interfere with, or disable, a user's terminal session, via any means, locally or via the 

Internet/Intranet/Extranet.  

 

·  Providing information about, or lists of, **** employees to parties outside ****. 

 

·  Activation of any peer-to-peer connection with any host connected to the **** network unless 

expressly authorised by the Chief Executive for the purposes of support activity. Peer-to-peer 

file sharing is expressly prohibited. 

 

·  Unless expressly authorised by the Chief Executive the downloading & installation of software 

or installation of software from disk or portable storage device by employees is prohibited. 

 
Email and Communications Activities  
 

Employees must at all time exercise a general duty of care with respect to the drafting of emails as 

they will be circulated or published for or on behalf of the organisation. Users must ensure they do not 

misrepresent themselves or **** in any communications. The reputation and business interests of the 

organisation are at risk by the careless use and abuse of the e-mail and internet by any of its 

employees. Email documents are treated in the same manner as any paper document from a legal 

perspective. Undertakings given via an email message can be binding in law. Contractual 

commitments made via email should always be followed up by a hardcopy confirmation with the 

appropriate signatory authority. 

 

In addition to this company information it is highly recommended that all communication to external 

parties contain a personal signature. This personal signature should generally contain name, job title 

and telephone information to ensure the recipient is clear who the sender is and has an alternative 

contact method other than email. 

 

The lists below are by no means exhaustive, but attempt to provide a framework for use of email 

which falls into the category of unacceptable use. 

 

 

·  Sending unsolicited email messages, including the sending of ’junk mail’ or other advertising 

material to individuals who did not specifically request such material (email Spam).  
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·  Any form of harassment via email, telephone or paging, whether through language, frequency, 

or size of messages.  

 

·  Unauthorised use, or forging, of email header information.  

 

·  Solicitation of email for any other email address, other than that of the poster's account, with 

the intent to harass or to collect replies.  

 

·  Creating or forwarding ‘chain letters’, ‘Ponzi’ or other ‘pyramid’ schemes of any type.  

 

·  Use of unsolicited email originating from within ****'s networks of other 

Internet/Intranet/Extranet service providers on behalf of, or to advertise, any service hosted by 

**** or connected via ****'s network.  

 

·  Posting the same or similar non-business-related messages to large numbers of user net 

newsgroups (Newsgroup Spam). 

 

·  The use of Instant Messaging software for communication is expressly prohibited. 

 

·  The publication of web-logs/blogs using **** equipment or network facilities is expressly 

prohibited. 

 

·  The accessing of chat rooms or other direct, peer-to-peer connections/communications 

facilities using **** equipment or network facilities is expressly prohibited. 

 

·  Employees must at all time exercise a general duty of care with respect to the drafting of e-

mails as they are being circulated or published for or on behalf of the organisation.  

 

·  The mailing of jokes containing sexually explicit or otherwise offensive material either internally 

or externally will be deemed to be gross misconduct. 

 

·  The use of e-mail for obtaining and distributing pornographic or non-business related sexually 

orientated materials is strictly forbidden. 
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·  Emails must not contain any reference to other individuals that might be construed to be 

libellous. 

 

2.3 Password Policy  

  

·  Are passwords compulsory and do the passwords contain a set number of characteristics? 

·  Are passwords changed regularly and stored only in people’s heads?  

·  Are computers locked when employees are away from their desks?  

 

2.3.1 Example Password Policy 
 

Overview 

 

All employees and personnel of xxxxxxx that have access to organisational computer systems must 

adhere to the password policies defined below in order to protect the security of the network, protect 

data integrity, and protect computer systems.  

Information stored on the computer desktop and the LAN (local area network) forms a part of this 

companies valuable assets. To deal with the increasing danger of social engineering, users being 

tricked into handing over passwords and brute force methods of attack, where hackers use software to 

cycle through every possible word, we must adopt strong passwords and thus remain diligent in 

guarding access to our systems from both external and internal threats.  

 

Purpose 

 

This policy is designed to protect the ICT resources of this business by requiring employees to have 

strong passwords and do all they can to ensure the secrecy of said passwords. It is also to establish a 

maximum life span of each password before a new one is required and to ensure the new password is 

original.  

 

Scope 

 

This policy applies to any and all employees who have any form of computer account requiring a 

password including but not limited to a domain account and e-mail account.  
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Password Protection  

 

····  Never write passwords down  

····  Never send a password through email. Emails are not considered a secure communication  

····  Never tell anyone your password  

····  Never reveal your password over the telephone  

····  Never hint at the format of your password or the subject 

····  Never reveal or hint at your password on a form on the internet 

····  Never ask to see someone else’s password 

····  Never use the "Remember My Password" feature of websites such as Internet Explorer, your 

email program, or any other program 

····  Report any suspicion of your password being broken to the person who administers your 

companies ICT security 

····  If anyone asks for your password, report them to your ICT department or the person 

responsible for administering your ICT systems 

····  Don't use common acronyms as part of your password 

····  Don't use common words or reverse spelling of words in part of your password 

····  Don't use names of people or places as part of your password 

····  Don't use part of your login name in your password 

····  Don't use parts of numbers easily remembered such as phone numbers, birthdays or street 

addresses 

····  Never use the same password for different accounts. If one account is hacked then all of your 

accounts will be 

····  Be careful about letting someone see you type your password. If you feel someone is 

overlooking your attempt to enter your password, politely ask them to step away 

 

Password Requirements  

 

Those responsible for defining password requirements need to be aware that making the password 

rules too strict may actually decrease security if users decide the rules are too difficult or impossible to 

stick to, or if the difficulty of the password to remember forces them to write it down. You must also 

consider the effect of a dip in productivity if employees continually forget passwords and lock 

themselves out due to failed attempts. It is difficult to find the right balance but the integrity of your ICT 

systems should never be overlooked.  
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·  Minimum Length - 8 characters recommended- 16 are better! 

·  Minimum complexity - No dictionary words included. Passwords should use at least three of 

the four following types of characters:  

o Lowercase  

o Uppercase  

o Numbers  

o Special characters such as !@#$%^&*(){}[]  

·  Passwords should always be case sensitive whereas the user’s login name should not. 

·  Don’t use sequences or repeated characters like ZZZZZZ or 123456. 

·  Password history - require a number of unique passwords before an old password may be 

reused. This number should be no less than 24  

·  Maximum password age - 30 days  

·  Minimum password age - 5 days  

·  Account lockout threshold - 3 failed login attempts  

·  Reset account lockout after - The time it takes between bad login attempts before the count of 

bad login attempts is cleared. The recommended value as of the date of writing this article is 

20 minutes. This means if there are three bad attempts in 20 minutes, the account would be 

locked.  

·  Account lockout duration - Some expert’s recommend that the account lockout should be 

between 30 minutes and 2 hours so as to save on the amount of time taken from additional 

helpdesk calls. However, it is the helpdesks job to solve password problems and lockout time 

will equally result in lost time for the locked out employee. In addition to this the password 

administrator should take note of repeat lockouts to see patterns of potential hackers or 

alternatively of an employee who is repeatedly struggling to remember their passwords. 

·  Password protected screen savers should be enabled and enforced.  They should protect the 

computer within 5 minutes of user inactivity.  Computers should not be unattended with the 

user logged on and no password protected screen saver active. Train employees to lock their 

desktop by pressing the WINDOWS KEY + L or by pressing the CTRL-ALT-DEL keys and 

selecting the “Lock Computer" option.  

 

Choosing Passwords 

 

Your password should be checked against the password checker at the following site - 

http://www.microsoft.com/protect/yourself/password/checker.mspx. You must be sure your password 

is rated as strong if not as best. 



63 
 

 

Enforcement 

 

Since password security is critical to the security and integrity of this organisations ICT equipment and 

data; anyone found not adhering to this policy may be subject to disciplinary action up to and including 

dismissal.  

 

Other Considerations 

 

Administrator accounts control access to the whole network and therefore the passwords to those 

accounts should be closely guarded.  Hold a set of secondary admin passwords in case your system 

administrator leaves under negative circumstances.  You will still be able to gain access to the server. 

One administrator account should be issued per administrator so as to retain integrity and limit 

accountability in the case of any problem. 

 

2.4 Equipment Policy  

 

·  If removed from the business, is equipment transported and stored securely?  

·  Whose responsibility is it to ensure the equipment is safe and who would be liable for the cost 

if equipment is lost?  

 

A security policy should also include a section on best practice, which all employees should be made 

aware of. This is the set of rules by which your employees should work.  

3.0  Reporting Scam Emails List: 
       

·  Yahoo.com  - Forward a complete copy of the abusive message to the following email address 

if you believe you have received a scam email abuse@yahoo.com 

·  Gmail.com  - If you use Gmail and you suspect a message of being a phishing scam open the 

message you'd like to report. Click the down arrow next to Reply , at the top-right of the 

message pane then select Report Phishing. If it’s Spam, then do the same but click the 

Report Spam  button or forward the email to gmail-abuse@google.com  

·  Hotmail.com  - Forward a complete copy of the abusive message (including the full message 

header) to abuse@hotmail.com or report_spam@hotmail.com  

·  MSN - report_spam@msn.com  
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·  Aol.com – Click on the Report Spam button at the bottom right of the email, next to the delete 

button 

·  Yahoo Stores  – If you receive any scam email containing links to Yahoo, forward the email to 

store-spam@yahoo-inc.com  

·  PayPal  - Forward the entire email - including the header information - or the site's URL to 

spoof@paypal.com  

·  E-Bay - Forward the entire email - including the header information - or the site's URL to 

spoof@ebay.com 

·  Banks – Send any potential scam emails regarding banking to the following address 

reports@banksafeonline.org.uk. They received over 300,000 scam email reports last year. 

 

Trade, Industry and Embassies  - Visit this webpage for a complete list of Trade, Industry and 

Embassy fraud contact details if you believe you have received a scam email - 

http://www.consumerfraudreporting.org/reporting.php 
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4.0 Jargon Buster A-Z 
 

Computers and those involved with them have developed a language of their own. Some of the terms 

used can be confusing and difficult to understand. This Jargon Buster endeavours to explain a number 

of these technical terms in plain English.  

 

Active Code 

In computer programming, the word code refers to instructions given to a computer in a programming 

language. 

 

Anti-virus 

Software designed to detect and destroy computer viruses. 

 

Attachment 

Computer file appended to an e-mail. 

 

Back Door 

A loophole in a computers security systems that allows a hacker/malware to access it. 

 

Back-up 

Procedure for making extra copies of data in case the original is lost or damaged. 

 

Bit 

The measurement by which data is referred to (the file was 10 bit). 

 

Bluetooth 

A standard for the short-range wireless interconnection of cellular phones, computers, and other 

electronic devices. 
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Bots / Botnets 

A collection of computers that have been infected with maliciously programmed code. The Bot is the 

singular; the Botnet refers to a collection of Bots. Botnets are then used to launch a co-ordinated 

attack against a victim's computer or website, most often resulting in a denial of service. A Botnet is 

also referred to as a Zombie network 

 

Bot Herder 

A Bot herder is the person who is in control of the Botnet. The herder often hires out their net for a 

length of time to be used for malicious activities such as spamming or DoS. 

 

Bug 

A failure, error or flaw in a computer program. 

 

Central Processing Unit (CPU) 

The part of a computer in which operations are controlled and executed. This is considered to be the 

brain of any computer. 

 

Cookie 

Packet of data sent by an Internet server to a browser, which is returned by the browser each time it 

subsequently accesses the same server, used to identify the user or track their access to the server. 

 

Cyberslacking 

Wasting time, usually at work, using the internet. 

 

Data Protection Act 

The Data Protection Act 1998 sets out the legal basis for handling and protecting private information 

and data in the UK. 

 

Denial of Service (DoS) 

A type of net attack, where a maliciously generated traffic aims at consuming the resources of a 

server, thus preventing valid traffic from reaching the machine, which regular users experience as 

"denying" the service that the server should provide, e.g. showing a website. 

 

The Dynamic Host Configuration Protocol (DHCP) 

An Internet protocol for automating the configuration of computers that use TCP/IP. DHCP can be 

used to automatically assign IP addresses, to deliver TCP/IP stack configuration parameters 
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Distributed Denial of Service (DDoS) 

This is a DoS attack, but performed using multiple computers, which then focus the malicious traffic on 

a victim server, consuming its bandwidth. In most cases, these computers are controlled remotely by 

hackers and are connected in so called "Botnets". Such computers are also called Zombies. 

 

Download 

Copy (data) from one computer system to another or to a disc, usually via a website. 

 

Email 

Messages distributed by electronic means from one computer user to one or more recipients via a 

network. 

 

Encryption 

Conversion of information or data into a cipher or code, especially to prevent unauthorised access. 

 

Ethical Hacking 

Also known as penetration testing. Where a security company will probe the vulnerabilities in a 

company’s ICT system. 

 

File 

Collection of data, programmes, etc., stored in a computer's memory or on a storage device under a 

single identifying name. 

 

Firewall 

Part of a computer system or network that is designed to block unauthorised access while permitting 

outward communication. 

 

Flash Drive 

Data storage device containing flash memory that has no moving parts and does not need batteries or 

a power supply. 
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Hacking 

Act of exploiting or investigating software vulnerabilities. Hacking can be thought of as someone 

physically breaking into your business, looking around, changing a few things and also maybe stealing 

some items. 

 

Hard Disc 

Rigid none removable magnetic disc with a large data storage capacity, as distinct from the smaller 

capacity floppy disc. The hard disc can be internal or external. The external hard disc can be used for 

large data storage, transfer or secure backups. 

 

Hardware 

Machines, wiring, and other physical components of a computer or other electronic system. 

 

Heuristics 

Used by modern anti-virus software to detect viruses if they are exhibiting virus like behaviour.  This is 

a departure from more traditional signature based virus detection, where anti-virus software detects 

through checking against a constantly updated ‘known virus’ database.  

�
Hypertext Transfer Protocol (HTTP) 

This is the data transfer protocol used on the internet. The protocol allows a user browsing a hypertext 

document to jump to another document that may be located on another host thousands of miles away, 

and to retrieve the information in that document. 

 

Hypertext Transfer Protocol Secure (HTTPS) 

HTTP Over Secure Socket Layer (SSL). Protocol enabling the secured transmission of Web pages. 

 

Identity Theft 

The crime of impersonating someone, using their private information, for financial gain. 

 

Internet Explorer (IE) 

The web browser used to explore the internet from your computer, IE is a Microsoft product but other 

popular versions include ‘Mozilla Firefox’. 

 

Internet Relay Chat (IRC) 

A facility that allows people - from many different places in the world at one time - to chat in real time.  
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Internet Service Provider (ISP) 

The companies that manage and provide internet access. There are many such companies available 

such as AOL, Blueyonder and Virgin Media to name but a few. 

 

Java script 

Scripting language commonly used in websites. 

 

Key Logger 

A piece of software, generally malware, that logs a users keystrokes, and captures private information, 

passwords or credit card details. 

 

Laptop  

Microcomputer that is portable and suitable for use while travelling. 

 

Media Access Control (MAC) Address Filtering 

You can programme your router to only allow computers with certain MAC addresses to gain access 

to it and to filter out all others. 

 

Macro 

A single instruction that expands automatically into a set of instructions to perform a particular task. 

 

Mail Bomb 

An excessively large amount of email data sent to make the recipients email program crash. 

 

Malware 

These are malicious bits of code often embedded into website or emails that once triggered, run 

harmful programmes on your computer. 

 

Microchip 

Tiny wafer of semi conducting material used to make an integrated circuit. 

 

Password 

String of characters and numbers that allow someone access to a computer system. 
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Personal Digital Assistant (PDA) 

Palmtop computer used to store information such as addresses and telephone numbers, and for 

simple word processing and spreadsheets. 

 

Penetration Testing 

Also know as ethical hacking. Where a security company will probe the vulnerabilities in a company’s 

ICT system. 

 

Pharming  

Similar to Phishing. Fraudsters use fake emails, websites or viruses to direct users into entering 

personal details into a website, usually login information which is then used to steal money or 

identities.   

 

Phishing 

Activity of defrauding an online account holder of financial information by posing as a legitimate 

company. 

 

Pop-up  

Form of online advertising on the World Wide Web intended to increase web traffic or capture email 

addresses. 

 

Preview pane 

A preview pane gives you a view of any message you highlight in your inbox and this constitutes 

"reading" the mail even if you have not fully opened it 

 

Privacy Settings 

The ability to control what information you reveal about yourself over the Internet, and to control who 

can access that information. 

 

Privacy Settings - Internet Explorer (IE) 

Privacy settings tell IE how to handle cookies (see below for more information on cookies). By default, 

privacy is automatically set to a medium level in IE. However, you can change the privacy settings in 

IE to meet your requirements. 
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Privacy Settings Options – Mozilla Firefox 

Privacy settings tell Mozilla how to handle cookies (see below for more information on cookies), 

passwords, history and private data. By default the history is set to 9 days and cookies are set to 

‘enabled’. 

 

Secure Socket Layer (SSL) 

Secure Sockets Layer, a computing protocol that ensures the security of data sent via the Internet by 

using encryption. 

 

Security Certificate 

This is awarded to any websites that meet the standards set to offer secure surfing. This often 

denoted by a small padlock in the bottom right of the screen. Clicking on the padlock brings up the 

certificate details. VeriSign are one of the major issuers of certificates with clients including PayPal 

and Barclays Bank. They are monitored by government audits and issue a strong set of standards that 

merchants must adhere to, to qualify for a security certificate. 

 

Security Patches 

Small piece of software designed to update or fix problems with a computer programme. 

 

Security Zones (Internet Explorer) 

When browsing the Internet, it is advisable to find a compromise between freely downloading unknown 

content and placing inflexible restrictions on which sites you can visit. While having no security in 

place leaves you more vulnerable to potential threats, being too restrictive compromises the 

usefulness and enjoyment of the Internet. Internet Explorer 6.xx and higher offers several security 

zones. By default, IE places all websites in the Internet zone. Within each zone, individual security 

settings can be enabled, disabled or customised. 

 

Server 

Computer or computer programme that manages access to a centralised resource or service in a 

network. 
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Service Set Identifier (SSID) 

The SSID is the name given to your wireless network/router.  The name is usually set as a 

manufacturers default and should be changed and hidden/not broadcast when setting up a new 

network. 

 

Software 

Programmes and other operating information used by a computer. 

 

Spam 

Irrelevant or inappropriate messages sent on the Internet to a large number of recipients. 

 

Spyware 

Unwanted software that secretly monitors a user’s activity, scans for private information or gives 

outsiders control of a computer. 

 

Task Manager 

The Task Manager is the application which is used to launch and monitor applications in Microsoft 

Windows 95 and later operating systems. Other desktop environments also feature similar interface 

elements. Pressing the CTRL-ALT-Del buttons on the computers keyboard simultaneously brings this 

up. 

 

Toolbar 

Strip of icons used to perform certain functions. 

 

Trojan horse 

Program designed to breach the security of a computer system while ostensibly performing some 

innocuous function. 

 

Universal Serial Bus (USB) 

A connection technology for attaching peripheral devices to a computer, providing fast data exchange. 

 

Updates 

A fix for a specific problem addressing a critical bug or new type of malware. 
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Virus 

Piece of code that is capable of copying itself and typically has a detrimental effect, such as corrupting 

the system or destroying data. 

 

Vulnerability 

Any product flaw, administrative process or act that makes a computer susceptible to attack. 

 

Wireless Application Protocol (WAP) 

A set of protocols for connecting cellular phones and other radio devices to the Internet. 

 

Wired Equivalent Privacy / Wireless Encryption Prot ocol (WEP)                                               

This is a scheme to secure wireless networks. Because wireless networks broadcast messages using 

radio, they are susceptible to eavesdropping. 

 

Wireless Fidelity (Wi-Fi) 

A radio frequency standard that is used to connect devices, such as computers, together using a 

wireless connection. Instead of computers being connected with network cables, signals are sent over 

radio frequencies using wireless network cards and hubs. 

 

Wi-Fi Protected Access (WPA2) 

The latest standard in encryption for wireless networks. 

 

Windows updates 

Web-based software updates service for Microsoft Windows operating systems. 

 

Worm 

A self-replicating programme able to recreate itself to spread from computer to computer over a 

network. The worm is similar to a virus in that it will likely have malicious intent but unlike a virus it can 

spread by its own accord. 

 

Zombie  

A Zombie is the term usually used to refer to a computer that has been infected and is being used as 

part of a net.  
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5.0 Useful Links 
 

General 

http://www.ktn.qinetiq-tim.net/ 
http://www.berr.gov.uk/whatwedo/sectors/infosec 
http://www.bcrc-uk.org 
http://www.businesslink.gov.uk 
http://www.getsafeonline.org/ 
http://zdnet.co.uk/toolkits/securitythreats 
http://e-victims.org 
http://www.apacs.org.uk 
http://www.microsoft.com/smallbusiness/support/computer-security-overview.aspx    
http://theisaf.org 
http://staysafeonline.org 
http://www.getnetwise.org  
http://www.infosecurityadviser.com 
http://www.berr.gov.uk/whatwedo/sectors/infosec/infosecadvice/viruses/page33313.html  
http://www.spamfo.co.uk  
http://www.banksafeonline.org.uk  
 
Disaster Recovery / Backup 
 
http://www.zdnet.co.uk/toolkits/disasterrecovery  
http://www.howtowipeyourdrive.com  
http://www.preparingforemergencies.gov.uk/bcadvice/index.shtm 
http://www.microsoft.com/smallbusiness/support/checklist/back-up-data.mspx  
 
Latest Security Threat Information 
 
http://www.symantec.com/business/security_response 
http://www.pandasecurity.com/enterprise/security-info/?language=us-ajax_dialog 
http://www.kaspersky.co.uk/cyberthreats 
http://www.mcafee.com/us/threat_center 
http://www.sophos.com/security 
 
List of solutions providers 
Please note, this list is not comprehensive, or a recommendation, only a cross section of the market.  
We recommend that you research thoroughly before making a purchase. 
 
Internet Security Packages 
Includes: anti-virus, anti-spyware, a firewall and anti-spam 
http://www.symantec.com/en/uk/norton/ 
http://www.mcafee-online.com/uk/store/ 
http://www.kaspersky.co.uk/store 
http://uk.trendmicro.com/uk/home/ 
 
Freeware  
Free for individuals, businesses usually need to purchase licences. 
http://www.avg.co.uk/- anti-virus 
http://www.avastuk.com/-anti-virus 
http://safer-networking.org/en/- anti-spyware 
http://www.adware-2009.com/v2/- anti-adware  
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