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What is the UK National Health Service
(NHS)?

» Health services paid for by tax and free at point of consumption
» Cash limited through internal market
» Service provision by NHS/Private organisations based on contract

» Health and Social care are integrated at local level (Baby P, Data Loss
events)

» Spend for IT is decided within each organisation (under 2%)



Access to NHS Services

» Registration with a Primary care practitioner/GP
» GP as gatekeeper refers patient to secondary care

« Small number of Walk in (e.g. A&E and Sexual Health)



Statistics

« Employed staff
* World's biggest employer after Indian State Rail, and Chinese army
A total of 1,282,900 people in England have jobs with the NHS*

» Types of organisations
» General Practitioner Practices (10000 — 2006)
* NHS Primary Care Trusts (152 — 2006)
 NHS Hospital Trusts, referred to as Acute Trusts (179 — 2009)
« NHS Ambulance services trusts (21 — 2002)
 NHS Mental Health Trusts (60 — 2009)
» Foundation trusts with greater financial freedom (115— 2009)
&
* Private Service Providers

 Stats on activity:
» UK population (61m)
* GP consultations (291m - 2002)
» Outpatient events (16m - 2009)

* Times 2004



Patient information systems are a mix
of local-hosted and National Care
Record systems

* Reinvestment in Patient information systems (Care Record Service)
In progress in England launched 2003 (National Programme for IT
now called Connecting for Health)

 National security architecture for Care Record Service based
on strong authentication of users

* Now for most NHS organisations there are a mix of local and
national systems in use — an example of the Care Record Service is
the Summary Care record (see the next three slides)
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7> BEHIND THE CURTAIN

Love it or loathe it, the
Summary Care Record is finally
here

12 dan 09
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S0 more than six years after the National Programme for IT was
established, and almost two years after the launch of early
adopter pilots, the national rollout of the Summary Care Record
is finally to get underway.

As we reveal today, GPs in at least five fast-follower’ trusts are to start writing
out to their practice lists by April, advising thermn that they will soon have records
unless they choose to opt out, More will follow shortly,

There is, predictably, disgruntlerment in some quarters, Stalwart opponents of
the whole project claim the roll-out is being rushed through without time to learn
from - ar even complete the rallaut in - the six early adopter areas.

The BMA publicly insists it is comfortable with the speed of the rollout - although
a letter sent in Qctober by the chair of its IT working group, Dame Deidre Hine,
would appear to sugagest it supports a more considered approach, And LMC
leaders in at least one of the fast follower areas complain they werent even
aware of the plans,

But the most important part of this story is this - like it or not {and many GPs
don’t), Summary Care Records are going to happen, and they're going to
happen saan.

when patients in Stoke-on-Trent, spearheading the national rollout, start
receiving letters from early next week, the Summary Care Record goes from
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Creating the Summary Care Record
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Accessing the Summary Care Record NHS!
- Healthcare Staff via SCR Application
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Information Security - what is currently
being done?
» Controls Assurance framework (ISO standard 27001/2 based)

= “Information Governance (IG) Toolkit” & Code of Connection

 Information Governance Toolkit — annual submission by each
NHS organisation

* |G toolkit submission to be audited from 2010 and roles and
responsibilities within each organisation are being strengthened,
(e.g. :Caldicott Guardian & Senior Information Risk Officer)

» Publication of data loss incidents and attention of Information
Commissioner Office



The Challenge

» Physical controls - estate as open to the public

» Authentication of patients

» Authentication of staff

* Clinical risk versus information risk (Open systems for clinicians)
» Scale of the operation

» Keeping records in shared teams vs the risk of data leakage

» Mixed models for consent for information sharing (UK Data
Protection Act)



