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What is the UK National Health Service 
(NHS)?

• Health services paid for by tax and free at point of consumption

• Cash limited through internal market 

• Service provision by NHS/Private organisations based on contract

• Health and Social care are integrated at local level (Baby P, Data Loss 
events)

• Spend for IT is decided within each organisation (under 2%)



Access to NHS Services

• Registration with a Primary care practitioner/GP

• GP as gatekeeper refers patient to secondary care

• Small number of Walk in (e.g. A&E and Sexual Health)



Statistics

• Employed staff 
• World’s biggest employer after Indian State Rail, and Chinese army
• A total of 1,282,900 people in England have jobs with the NHS*

• Types of organisations 
• General Practitioner Practices (10000 – 2006) 
• NHS Primary Care Trusts (152 – 2006)
• NHS Hospital Trusts, referred to as Acute Trusts (179 – 2009) 
• NHS Ambulance services trusts (21 – 2002)
• NHS Mental Health Trusts (60 – 2009)
• Foundation trusts with greater financial freedom (115– 2009)
&
• Private Service Providers

• Stats on activity:
• UK population (61m)
• GP consultations (291m - 2002) 
• Outpatient events (16m  - 2009)

* Times 2004



Patient information systems are a mix 
of local-hosted and National Care 
Record systems 
• Reinvestment in Patient information systems (Care Record Service) 
in progress in England launched 2003 (National Programme for IT 
now called Connecting for Health) 

• National security architecture for Care Record Service based 
on strong authentication of users

• Now for most NHS organisations there are a mix of local and 
national systems in use – an example of the Care Record Service is 
the Summary Care record (see the next three slides)





SPINESPINE

PSIS
Personal 
Spine 
Information 
Service

PDS
Personal 
Demographics
Service

Extract
of 
Patient 
Data

PATIENT SUMMARY 
CARE RECORD

CREATED

Creating the Summary Care Record
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Accessing the Summary Care Record
- Healthcare Staff via SCR Application
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Healthcare staff member finds 
patient’s Demographic record 

in PDS

With the patient’s consent the healthcare staff 
member will be able to view the contents of the 

SCR.

There are limited circumstances where the 
healthcare staff member may view the record 

without permission, such as an emergency where 
the patient is unable to give their permission or 

certain legal situations such as Court Order.  Any 
such action will be audited and may be investigated.
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Having found the 
Patient’s Demographic 
record, the healthcare 
staff member will be able 
to see if the patient has a 
SCR held on PSIS. 



Information Security - what is currently 
being done?

• Controls Assurance framework (ISO standard 27001/2 based)

= “Information Governance (IG) Toolkit” & Code of Connection 

• Information Governance Toolkit – annual submission by each 
NHS organisation  

• IG toolkit submission to be audited from 2010 and roles and 
responsibilities within each organisation are being strengthened, 
(e.g. :Caldicott Guardian & Senior Information Risk Officer)

• Publication of data loss incidents and attention of Information
Commissioner Office



The Challenge

• Physical controls - estate as open to the public

• Authentication of patients

• Authentication of staff

• Clinical risk versus information risk (Open systems for clinicians)

• Scale of the operation 

• Keeping records in shared teams vs the risk of data leakage

• Mixed models for consent for information sharing (UK Data 
Protection Act)


